NHOOPMALIMOHHASA MAMSATKA IS OBYYAIOLIIUXCA
C KaXIpIM TOAOM MOJIOJEKH B MHTEPHETE CTAHOBUTHCA OOJIbIIE, a IIKOJbHUKH
OJIHM U3 CaMbIX aKTHBHBIX ToJib30BaTenel Pynera. Mexny Ttem, MNOMUMO
OTPOMHOI'0 KOJIMYECTBA BO3MOKHOCTEN, HHTEPHET HECET U IPOOJIeMbl. DTa MaMsTKa
JIOJIKHA TOMOYb Tebe 0e30MacHO HaXOJUThCS B CETH.
KommnsrorepHbie BUpYCHI
KoMmproTepHblii  BUPYC - 3TO Ppa3HOBHIHOCTh KOMIBIOTEPHBIX MPOTPaMM,
OTJIMYUTEIILHOW OCOOEHHOCTBIO KOTOPOM SIBIISIETCSA CIIOCOOHOCTh K Pa3MHOKEHHIO.
B nononHeHue K 3TOMy, BUPYChl MOT'YT MOBPEAUTh WIHM MOJHOCTHIO YHHUUTOXUTh
Bce (pailyibl U JaHHBIE, MOAKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro Oblia
3amynieHa 3apaxEéHHash IporpaMma, a TaKXKe MOBPEIUTh WM AK€ YHUUYTOXKUTb
OIEpaIOHHYIO CUCTEMY CO BceMH (paiimamu B 1enoM. B OonbLIMHCTBE ciiydaeB
pacrpOoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.
MeTob! 3a1UThI OT BPEAOHOCHBIX TPOrPAMM:
1. HWcnonb3yli COBpPEMEHHBIEC OIEPALMOHHBIE CHUCTEMbI, MUMEIOIINE CEPbE3IHBIN
YPOBEHbB 3alIMTHl OT BPEJOHOCHBIX IPOrpaMM;
2. TlocrosHHO ycTaHaBiauMBaiW mauytu (UM@pPOBBIE  3alIaTKH, KOTOPBIE
ABTOMATHUYECKM YCTAHABIIMBAIOTCA C LEJbIO JOpPAaOTKH MpOrpaMMbl) U JIpyrue
OOHOBJICHUS CBOEH OTEepaIrMOHHON crcTeMbl. CKauynBaii MX TOJIHKO C OQUIINATEHOTO
caiita pazpaboruuka OC. Eciu cyiiecTByeT pesKuM aBTOMaTUYECKOro OOHOBJIECHUS,
BKJIIOYH €T0;
3. PabGoraii Ha cBoeM KOMIIBIOTEpE TII0j] IMpaBaMU T[OJb30BATENs, a HE
aIMUHUCTpATOpa. OTO HE MO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpamMm
MHCTAJUINPOBATHCS HA TBOEM IEPCOHAIBHOM KOMIIBIOTEPE;
4. Hcnonp3yil  aHTHUBHUPYCHBIE  INPOTPAMMHBIE  TMPOIAYKTBl  M3BECTHBIX
POU3BOJUTENEH, C aBTOMATHYECKUM OOHOBJIEHHEM 0a3;
5. Orpannub GU3NUIECKUN JOCTYI K KOMITBIOTEPY JJIS TOCTOPOHHUX JIUIL;
6. Mcnonb3yil BHEIIHME HOCUTENU WH(GOPMAIMM, TaKue Kak (relika, AUCK WIH
¢aiin U3 UHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX UCTOYHUKOB;
7. He oTkpbiBaii KOMIBIOTEpHbIE (ailyibl, TOJYyYEHHbIE W3 HEHAAEKHBIX
UCTOYHHKOB. Jlaxke Te (aiinpl, KOTOpBIE MPHUCIai TBOM 3HaKOMBIH. Jlydie yTouHu
y HEro, OTIIPABJISUI JIU OH Te0e uX.
Ceru WI-FI
Wi-Fi - 310 He BuJI niepeiaun TaHHBIX, HE TEXHOJIOTUS, & BCEro JIMIIb OPEHI, MapKa.
Eme B 1991 rony Huaepnanjackas kommnanus 3apeructpupoBaina opena « WECAy,
9yT0 0003Hayano cioBocoueranne «Wireless Fidelity», koTopslii mepeBoIuTCS Kak
«OecrpoBOIHAS TOYHOCTHY.
Jlo Hamiero BpeMeHHU JAouuia Apyras adOpeBuarypa, KOTopas SIBISETCS TaKOH ke
TexHojoruen. 1o abopeBuarypa «Wi-Fi». Takoe HazBaHue ObLIO TaHO C HAMEKOM



Ha CTaHJAPT BHICIINI 3ByKoBOM TexHuKU Hi-Fi, 94T0 B mepeBoje o3HayaeT «BbICOKas
TOYHOCTH».

Jla, OecruraTHBIF HMHTEpPHET-AOCTYN B Kade, OTENSIX W adporoprax SBISETCS
OTJINYHOM BO3MOYKHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE AKCTIEPTHI CYMTAIOT, YTO
obmenoctynusie Wi-Fi cetn He SBISIOTCS 6€30MMacCHBIMU.

CoBeTbl 110 0€30IacCHOCTH padboTe B 00IIeI0CTYIHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro IMUHYIO MH(pOpMaIuio yepe3 oomenoctynubie Wi-Fi cern.
PabGoras B HHX, XKelnaTeIbHO HE BBOAUTH MAPOIU JOCTYMA, JOTUHBI U KaKUE-TO
HOMeEpa,;

2. Vcnonb3yii 1 OOHOBIISIA aHTUBUPYCHBIE POrpaMMBbI U OpanaMayep. Tem caMbiM
Thl 00€30nacuIllb ce0s OT 3aKauKu BUPYCa HA TBOE YCTPOUCTRBO;

3. Ipu ucnons3oBanun Wi-Fi otkmoun ¢yakmuio «O0muit goctyn x (aiinam u
npuHTepam». JlaHHas (QYHKIUS 3aKpbITa MO YMOJTYAHHWIO, OJHAKO HEKOTOpHIE
N0JIb30BaTENIM AKTUBUPYIOT €€ JIJIs1 y100CTBa UCIIOJB30BAHMS B padoTe WK yueoe;
4. He ucnons3yit myoauanbiii WI-FI nis nepenaun TuuHbIX JaHHBIX, HATPUMED AJIs
BBIXO/Ia B COLIMAJIbHBIE CETH WX B JIEKTPOHHYIO MOYTY;

5. NUnone3yi Tonbko 3amumenHoe coequnenue uepes HTTPS, a ue HTTP, 1.e. mpu
Habope BeO-apeca BBOAM UMEHHO «https://»;

6. B ™moOwnbHOM Tenedone orkimoun ¢QyHkimo «[loaxmouenne k  Wi-Fi
aBTomMaTnueckn». He pomyckail aBTOMaTW4e€CKOro NOAKIIOYEHUS YCTPOWCTBA K
cersim Wi-Fi 6e3 TBoero coriacusi.

CoumanbHbie CETH

ConuanbHble CETH aKTUBHO BXONAT B Hally >KW3Hb, MHOTHE JIIOIU pabOTaloT U
KUBYT TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan Musuiuapi 4esioBeK,
YTO SIBJIAETCA OJHOW CEIbMOM BCEX JKUTENEH IIaHEeThl. MHOTHME MOJIb30BaTENN HE
NOHUMAIOT, YTO MH(OpPMAlUs, pa3MeIleHHass UMU B COLUAJIbHBIX CETSIX, MOXKET
ObITh HaAWJEHA W HCMOJb30BaHA KEM YrOJIHO, B TOM YHCIE€ HE 00sA3aTEIbHO C
0JIaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COIIUATIBHBIX CETSIX:

1. Orpannyb crnucok Apy3ei. Y TeOs B APY3bsX HE MOJKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuimnaii CBO0 4acTHYIO Ku3Hb. He ykaspiBaii mapomu, TenedoHsl, aapeca, 1aTy
TBOETO POXKACHUS U APYTYIO JTUYHYI0 MH(POPMAIUIO. 3JOYMBIIIJIEHHUKA MOTYT
UCIIOJIB30BaTh Jake MH(OPMAIMIO O TOM, KaK Thl U TBOM POAUTENM IUIAHUPYETE
IPOBECTHU KaHUKYJIbI;

3. 3amuuiail cBOO penyTalmio - Aep>Ky €€ B YUCTOTE U 3a7aBail cede BOIpOcC: XOTeNl
OBl THI, 4TOOBI APYTrHE TMOJIB30BATEIM BUIEIH, YTO ThI 3arpyxkaemnis? [lomymaii,
NPEX/Ie YEM UTO-TO OMYOJIMKOBAThH, HAITUCATh U 3aTrPY3UTh;,



4. Eciy Tl TOBOPUILIB C JIFOJIbMH, KOTOPBIX HE 3HACILIb, HE UCIIOJIb3Yil CBOE PEAIBHOE
UMSL M JIPYTYIO JINYHYI0 UH(POpPMALIMU: UM, MECTO KHUTEJIbCTBA, MECTO Y4eObl U
npoyee;

5. Uz0Gerait pasmenienus ¢ortorpaduit B MHTEpHeTe, rlie Thl H300paKEH Ha
MECTHOCTH, 110 KOTOPOIl MOKHO OIPEAEIIUTH TBOE MECTOIOJI0KEHHUE;

6. Ilpu perucrpanuu B COIMAIBHONW CETU HEOOXOIUMO HMCIOJIb30BATh CIOMXKHBIC
apoJju, COCTOSIIME U3 OYKB U IU(PP U C KOJTMYECTBOM 3HAKOB HE MEHEE §;

7. Jns conmmalbHOW CeTH, MOYTHl U JNPYTUX CAUTOB HEOOXOAMMO HCIOIh30BaTh
pasHble napoiu. Toraa eciau TeOs B3IOMAIOT, TO 3JI0YMBILIUIEHHUKH MOTY4YaT TOCTYM
TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

DIIEKTPOHHBIE JIEHbI'U

DNEeKTPOHHBIE JEHBIM — JTO OYEHb YAOOHBIM CHoco0 IUIaTexei, OIHAKO
CYIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU JEHBIH.

DNEeKTPOHHBIE JIEHbI'M MOSBUJIMCh COBCEM HEAABHO M MMEHHO H3-3a 3TOTO BO
MHOTHX TOCYIapCTBaxX A0 CHUX MOP HE MPONUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHU (PYHKIMOHUPYIOT U O HUX YXKE MPOMUCAHO B 3aKOHE, I UX
pa3zeNsoT Ha HECKOJIBKO BUOB - aHOHUMHBIE U HE aHOHUMHbIE. PasHuna B ToM,
YTO AHOHUMHBIE - ITO T€, B KOTOPBIX paspeliaercss MPOBOAUTH omepanuu 0e3
UACHTU(PUKALIMK TOJIB30BATENS, @ B HEAHOHUMHBIX WJEHTU(UKAIIUYU MTOJIH30BATEINS
SIBJISIETCSL 00513aTEIIbHOM.

Taxxe cnegyer pa3nuyaTh  DJIEKTPOHHbIE  (UaTHbIE JE€HbIM  (paBHBI
rOCYJapCTBEHHBIM BaJllOTaM) U SJIEKTPOHHbIE HepUATHBIE NEHBI'M (HE PaBHbI
rOCy/IapCTBEHHBIM BaJIFOTAM).

OcHOBHBIE COBETHI IO O€30MacHOM padoTe ¢ ITEKTPOHHBIMU JEHbIAMMU:

1. TlpuBsku K cueTy MOOWIBHBINA TenepoH. DTO camblii yIOOHBIH M OBICTpPHIN
Croco0 BOCCTAaHOBUTH JOCTYN K cuery. lIpuBsizanHbl TenedoH MOMOMKET, €CIH
3a0yJenib CBOM IUIATEXHBIM Mapoib WIM 3aijellb Ha CalT ¢ HE3HAKOMOIO
YCTPOWCTBA,

2. Ucnonb3yii omHOpa3oBbie naponu. [locne nepexoaa Ha yCHUIEHHYIO aBTOPU3ALUIO
Tebe yxe He OyleT yrpoxaTh ONACHOCTh KpakKh WJIM IepexBaTa IUIaTEKHOIO
napoJ;

3. Boibepu cnosxubiil napoins. [IpecTynHukam OyJeT HE IPOCTO yrajaTh CIOKHBIHI
napoJiib. HagexxHble maponu — 3TO MapoJid, KOTOPBIE COIEPKAT HE MEHEE 8 3HAKOB
U BKIIOYAIOT B €€0s CTPOYHBIE W MPONHCHBbIE OYKBBI, HU(PBI MU HECKOIBKO
CUMBOJIOB, TaKuW€ KaK 3HaK Joiiapa, (yHTa, BOCKJIMIATENbHBIA 3HAK U T.IL
Hanpumep, StROng!;;

4. He BBOIM CBOM JIMYHBIE TAHHBIE HA CAalTaX, KOTOPBIM HE JOBEPSIEILIb.
DJIEKTpOHHAs TTOHTA
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OneKTpoHHAsl Mo4YTa — 3TO TEXHOJOTHs W MPENOCTABISIEMBIE €0 YCIYTH I10
NEPECHUIKE U MOJIYYEHHUIO JIEKTPOHHBIX COOOIIEHUM, KOTOPbIE paclpeaesatoTcs B
KOMIBIOTepHOU ceTH. OOBIYHO DJJIEKTPOHHBIM TMOYTOBBIM SIIUK BBITJISIUT
CJeIyIoIUM 00pa3oM: UMsI_TOJIb30BATENA(@WHUMS_JIOMEHa. Takke KpoMme nepeiayu
IPOCTOr0 TEKCTa, IMEETCS BO3MOXKHOCTH MEepeIaBaTh (Paiisbl.

OcHOBHBIE COBETHI IO 0€30MaCHOI padoTe C ITEKTPOHHOU MOUTOM

1. Hago BbIOpaTh MpaBWIbHBIMA MOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BbIOOp OECIUIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JIydlle IOBEPATH TEM, KOTO
3HACLIb U KTO IIEPBBIM B PEUTHUHTE;

2. He ykas3piBall B JMYHOM MoYTe JUYHYI HuH(popmanuto. Hanpumep, mydme
BBIOpaTh «MY3bIKaJIbHBIN (haHaT@» unu «pok2013» BmecTo «remal3y;

3. Wcnonb3yil NBYXATAlHYI0 aBTOPU3AIMI0. DTO KOrJla MOMUMO Mapojsi HY>KHO
BBOJIUTH KOJI, MPUCHLIaEMBbIi Mo SMS;

4. BoiOepu croxxHBIN maposib. JIJisi KaK10ro MOYTOBOIO SIKKA JOJDKEH ObITh CBOM
HAJICKHBIN, yCTOWYMBBINA K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOKHOCTB HAaIIUCAaTh CAMOMY CBOU JIMYHBIN BOIIPOC, UCITOIB3YH OTY
BO3MOKHOCTB;

6. Mcnons3yil HECKOJIBKO MOYTOBBIX SIITUKOB. I1epBbIil 1JIs1 4aCTHOM MEPENUCKHU C
azgpecaTaMy, KOTOPBIM Tbl JIOBEpSACIIb. JTO DSJIEKTPOHHBIA aJpec HE HaJo
UCIIOJIb30BaTh NIPH PETUCTpAIiU Ha (hOpyMax U cailTax;

7. He oTkpbiBaii (paitsibl 1 1pyrue BIOKEHUS B MUCbMaX Ja)e €CJIM OHM MPUIIUIA OT
TBOMX JIpy3€eil. Jlydllle yTOYHHM y HUX, OTHPABIISUIM JIM OHU T€O€ ATH (pailiibl;

8. Ilocne okoHuaHus pabOTHI Ha MOYTOBOM CEPBHUCE MEPEN 3aKPHITUEM BKJIAJKHU C
caiiToM He 3a0yAb HAXXaTh Ha «BBIATNY.

KubepOymmuHr nin BUpPTYyaabHOE H3/1€BATEIHCTBO

KubepOymuHr — mnpecienoBaHre COOOIIEHUAMH, COAEPKAIUMU OCKOpOJIeHUs,
arpeccuro, 3alyruBaHue; XyJUraHCTBO; COLMAIbBHOE OOMKOTUPOBAHUE C TOMOILBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pbOE ¢ KMOEPOYJUTMHI OM:

1. He 6pocaiicst B 60i. JIyumuii crioco0: MOCOBETOBAThCS KaK ce0s BECTH U, €CIIH
HET TOro, K KOMY MOXHO 00paTUThCS, TO BHAYaJle YCIOKOUThCS. Eciiu Thl HauHeNIb
OTBEYaTh OCKOPOJEHUSIMU Ha OCKOpOJIEHUS, TO TOJIBKO €lle OObIlIe Pa30oXiKellb
KOH(YJIMKT;

2. Ynpapisii cBoed kuOeppermyTaluuen;

3. AHOHMMHOCTb B ceTH MHUMasi. CyIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTrout BecTH XyauraHCKui o0pa3 BUPTyaIbHOM ku3HU. IHTEepHET prukcupyer
BCE TBOM JICUCTBUS U COXPAHIET UX. Y JAIUTh UX OYIET KpailHe 3aTpyIHUTENBHO;
5. Cobmroail cBOM BUPTYyaJIbHYIO YECTh CMOJIONY;



6. Urnopupyit enuanunbiii HeratuB. OHOPA30BBIE OCKOPOUTEIBHBIE COOOIICHUS
Jdy4lie urHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcs Ha Ha4yalbHOW CTaJlnu;

7. banm arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHHUSMHM, B
COITMAIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKMPOBKH OTIPABKU COOOIICHHUM C
OMpEJIETICHHBIX aJPECOB;

8. Ecnu Thl cBumerens kubepOynauHra. TBOM JEHCTBUS: BBICTYNUTH MPOTHUB
npeciieoBaTelNs, MOoKa3aTh €My, YTO €ro JEWCTBHS OLIEHUBAIOTCA HEraTUBHO,
MOJIIEPIKATh KEPTBY, KOTOPOW HYXKHA TIICHXOJIOTHYECKAasi IMOMOINb, COOOIIHUTH
B3pPOCJIBIM O (paKT€ arpecCUBHOTO MOBEJICHUS B CETH.

MoOunsHbI# Tenedon

CoBpemeHHbIe cMapT(hOHBI W IUIAHIIETHI COJEpkKaT B cede BIOJHE B3POCIHbIN
GyHKIIMOHAJI, W TEMeph OHM MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMH
KommbroTepamMu. OgHAKO, CPENICTB 3AIMUTHI JIJISl TOJOOHBIX YCTPOIMCTB MOKA OYEHb
Majo. TecTupoBaHME U TOUCK YS3BUMOCTEH B HUX MPOUCXOAUT HE TaK HUHTEHCUBHO,
kak 11s 1K, To sxe camoe kacaeTcsi 1 MOOMIIbHBIX MTPUII0KEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIA HACTOJbHBIE
aHaJoOru, OJHAKO pacliMpeHue (QyHKIMOHAIAa BIIEYeT 3a CcOo0oiM OOoibIIyI0
CJ0KHOCTh M MEHBIIYIO 3aIIUIIICHHOCTD.

Jlaneko He Bce TMPOU3BOJAUTENM BBINYCKAIOT OOHOBJICHMS, 3aKpbIBAIOIINE
KPUTUUYECKHUE YSI3BUMOCTH JIJIsl CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI /JIs1 0€30MaCHOCTH MOOMIIBLHOTO TeledoHa:

1. Huuero He siBasieTcs o-HacToseMy OecriaTHbIM. Byib ocTOpoXkeH, Bellb Korja
Tebe MpeasiaraloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHE-TO
IUTATHBIE YCIIYTH;

2. lymaii, npexae uem otnpaBuTh SMS, dhoto wim Buaeo. Tol TOUYHO 3HACIID, T
OHM OYJyT B KOHEUHOM HUTOTE?

3. Heo6xoanmMo 0OHOBIIATH OMIEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Vicnonb3yi aHTUBUPYCHbBIE TPOrPAMMBI JIJ7I1 MOOUIIbHBIX TeIe(OHOB,

5. He 3arpyxail npuinoXeHuss OT HEU3BECTHOTO HCTOYHMKA, BEIb OHU MOTYT
coJiepKaTh BPEJOHOCHOE MTPOrpaMMHOE 0OecTIeueHuE;

6. [1ociie TOro Kak Thl BBIAJIEIIb C CaiiTa, I'/1€ BBOJWI JUYHYIO MH(POPMALIUIO, 3211
B HACTpOWKM Opay3epa u yaanu cookies;

7. Tleproguuecku TpOBEpsii KaKHWE IUIATHBIE YCIYIM AKTUBHPOBAHBI HA TBOEM
HOMEpE;

8. [laBaii cBoii HOMep MOOMIILHOTO TenehoHa TOJIBKO JIFOISIM, KOTOPBIX Thl 3HACIIIb
U KOMY JIOBEpsICIIb;

9. Bluetooth nomkeH ObITh BBIKIIOUEH, KOTJa Thl UM HE TOb3yenibes. He 3a0piBait
MHOT1a IPOBEPATH 3TO.

Online urpst



CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KPACOYHBIE, 3aXBATHIBAIOIIME Pa3BJICUCHUS,
00BEAMHSIONINE COTHU THICSY YETIOBEK MO BceMy MUpy. Urpoku uccienyroT 1aHHbII
UM MHp, OOLIAIOTCS APYT C IPYrOM, BBITOJIHSIOT 3aJaHus, CPAXKatOTCs C MOHCTpaMu
U TOJIYYaloT OMBIT. 32 yJIOBOJILCTBUE OHU ILIATAT: MOKYIMAIOT JUCK, OIUIAYHUBAIOT
a0OHEMEHT WJTU PUOOPETAIOT KAaKUE-TO OTIIHH.

Bce aTu cpencrBa MayT Ha NMOAJEPKAHUE M Pa3BUTUE WUIPhI, a TAKKE Ha caMy
0€30MacHOCTb: COBEPIICHCTBYIOTCSI CHCTEMbl aBTOPU3AIMH, BBITYCKAIOTCSI HOBBIE
naTuu (udpoBbIE 3aIUIATKY ISl IPOTPAMM ), 3aKPBIBAOTCS YI3BUMOCTH CEPBEPOB.
B monoOHBIX Urpax CTOUT OMNAcaTbCs HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJBKO
KpaXXu TBOErO Naposisi, Ha KOTOPOM OCHOBAaHA CHCTEMA aBTOPU3ALMH OOJIBIIMHCTBA
urp.

OcCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT0 aKKayHTA!

1. Ecnu gpyroit urpok Bemer cedsl IUIOXO WM co3daeT TeOe HENpUsTHOCTH,
3a0JIOKMPYH €ro B CIIUCKE UTPOKOB;

2. Iloxamyiics agMMHUCTpPAaTOpaM HWIPbl Ha INIOXO€ MOBEIAEHHUE 3TOr0 HWIPOKA,
KENaTeNbHO NPWIOKUTh KAKHE-TO JJOKAa3aTEIbCTBA B BUJIE CKPUHOB,

3. He yka3biBaii TMUHYI0 HH(POpMaLIMIO B IIpodaiiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuinaabHbIe TATYU U MOJIBI,

6. Mcrionb3yii ClI0KHBIE U pa3HBIE MTAPOJIH;

7. Jaxe BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka Tl Urpaenib, TBOM
KOMITBIOTEP MOT'YT 3apa3HTh.

OUIIMHT WIN KPaXka JUYHBIX JaHHBIX

OOBIuHOM Kpaxel AeHer W JOKYMEHTOB CETrO/Hs YK€ HUKOIO HE YAMBHUIIb, HO C
Pa3BUTHUEM MHTEPHET-TEXHOJIOTUN 3TOYMBIIIJIEHHUKN MEPEMECTUIUCH B UHTEPHET,
U TIPOAOIIKAIOT 3aHUMATHCS <JTFOOMMBIMY JIETIOM.

Tax mosiBUIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUILWHT, TJIAaBHAs
1€JIb KOTOPOTI'0 COCTOUT B MOJYyYE€HUU KOH(UIECHIIMATBHBIX JaHHBIX MOTb30BaTeNeH
— JIOTWUHOB U naposeil. Ha anrnuiickoM s3bike phishing unraercs kak guiuHr (ot
fishing — peiOHas o, password — maposnb).

OCHOBHBIE COBETHI 110 OOpHOE ¢ PUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciid Thl moji03peBaelib, 4TO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBATh €€ U COOOIIUTh AJIMHHHCTPATOpaM
pecypca 00 3TOM Kak MOXHO CKOpEE;

2. Ucnonb3yit Oe3omacHble BeO-CalWThl, B TOM YHCJE, MHTEPHET-Mara3uHoOB U
MOMCKOBBIX CUCTEM;

3. Vcnonw3y#t cioskHbIC W pa3HbIe Tapoiau. TakuM oOpa3om, eciti TeOs B3JIOMArOT,
TO 3JIOYMBIIUJIEHHUKH MOIYyYaT AOCTYM TOJIBKO K OJTHOMY TBOEMY NMPOQUIIO B CETH,
a He KO BCEM,;



4. Ecnu TeOs B3iOMalid, TO HEOOXOAUMO NMPEAYINPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBbIE 100aBJIeHbI y T€0S B APY3bsIX, O TOM, UTO T€Os B3JI0Maju U, BO3MOXKHO, OT
TBOEr0 UMEHHU OYJIET pacChLIaThCS CIIaM U CChUIKH Ha (DUILMHIOBBIE CAWTHI;

5. YcranoBu HanexHbiil naponis (PIN) Ha MoOWIbHBIN TennedoH;

6. OTKIII0OYM COXpaHEHUe mapoJs B Opaysepe;

7. He oTkpbiBaii paitsibl ¥ Ipyrue BIOKEHUS B MUCbMaX Ja)e €CIM OHU MPUIILIH OT
TBOMX Jipy3eil. Jlydllle yTOYHU y HUX, OTIPABIISUIM JIK OHU TeOe ATU (aiiibl.
[udposas penmyrarms

Hudposas penyranusi - 3T0 HEraTUBHAS WM MO3UTHUBHAS UHPOpPMALMS B CETH O
tebe. Kommpomerupyromas wuHpoOpManus pa3MelleHHass B HHTEPHETE MOXKET
CepbEe3HBIM 00pa30M OTpa3UThCs Ha TBOeW peanbHOU ku3HU. «lludposas
pemyTaus» - 3TO TBOW UMHJIK, KOTOPBIA opmMupyercs: u3 uHpopMaiuu o tede B
UHTEPHETE.

TBOe MECTO XKMUTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJIOKEHHUE, OCOOECHHOCTU
XapaKTepa U paccKkasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mOAPOCTKM JIETKOMBICIIEHHO OTHOCSTCA K NyOJIMKalUM JIHYHOM
uHpopmanuu B MHTEpHETE, HE MOHMMAas BO3MOXKHBIX MOCIEACTBUM. Thl gaxke He
CMOJKEIIb IOTaaThcs 0 TOM, 4To (poTorpadus, pa3MmelleHHas 5 JeT Ha3ald, craia
NPUYUHOM OTKa3a MPUHATH TEOs Ha paboTy.

KommenTtapuu, pasmemenne TBoux (ortorpaduil m Apyrue IACHCTBUS MOTYT HE
UCYE3HYTh JJaXke MOCIIe TOr0, KaK Thl X YAaNUIIb. Thl HE 3HACIIb, KTO COXPAaHUJI ATY
uH(pOpMaIHIO, MoMajga JU OHA B IMOUCKOBBIE CUCTEMBI U COXPAHHWJIACH JIM OHA, a
[JIaBHOE: YTO MOAYMAIOT O Te0€ OKpYKaroIIee JTH0U, KOTOPbIE HAWIYT U YBUAST 3TO.
Haittu wundopmarmio MHOTO J€T CHYCTs CMOXET J00M - Kak U3 J00phIX
no0Y>KIEHH, TaK U C HAMEPEHUEM NPUYUHUTH Bped. DTO MOXKET OBITh KTO YTOIHO.
OCHOBHBIE COBETHI 110 3alIUTE HU(PPOBOM permyTaluu

1. [Tonymaii, mpexxe 4em 4To-TO MyOJIMKOBAThH U MepeaaBaTh y ceOs B 010re Uiu B
COITMAJILHOM CETH,

2. B HacTpoiikax npoduiis yCTaHOBU OIpaHUYEHUS Ha MPOCMOTP TBOETO MPOPUIIS U
€ro COJIEPKUMOTr0, CAEIAN €ro TOJIbKO «Isl APY3EH»;

3. He pa3memait u He yka3biBail MHGOpPMAILMIO, KOTOpash MOXET KOro-Jindo
OCKOPOJIATH MIIH OOMKATh.

ABTOpCKOE MPaBO

CoBpeMEeHHbIE IIKOJbHUKH- aKTUBHBIE MOJb30BAaTEeNN LU(DPOBOrO MPOCTPAHCTBA.
OnHako AaJleKo HE BCE 3HAKOT, YTO IIOJIb30BAHWE MHOTMMH BO3MOXXHOCTSIMU
muppoBoro mupa TpeOyeT coOJOJIeHus TMpaB Ha  UHTEIUIEKTYalbHYIO
COOCTBEHHOCTb.

TepMuH «MHTENIEKTyalbHasi COOCTBEHHOCTh)» OTHOCHUTCS K Pa3ITUYHBIM TBOPEHUAM
YeJI0OBEYECKOI0 yMa, HAa4MHAsi ¢ HOBBIX M300pETEHHM W 3HAKOB, 0003HAYAIOIINX



COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH , U 3aKaHUYMBAsi KHUTaMu, Gororpadusmu,
KUHO(PUIBMaMH U MYy3bIKaJbHBIMU MPOU3BEICHUSIMU.

ABTOpCKME TIpaBa - O5TO IIpaBa Ha HMHTEUIEKTYalbHYIO COOCTBEHHOCTh Ha
MIPOU3BEJICHUSI HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE MpPaBa BHICTYNAIOT B
KauyeCTBE TapaHTUW TOTO, YTO HWHTEJUICKTYaJIbHBINA/TBOPUYECKUN TPyA aBTOpa HE
OyneT HampacHbIM, JacT €My CIIpaBeJIMBbIE€ BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabTarax CBOEro TPy[a, MOJYYUTh WU3BECTHOCTh U Tpu3HaHue. Hukto 06e3
paspemeHuss aBTOpa HE  MOXET  BOCHPOU3BOJMTH  €r0  IPOU3BEICHHUE,
pacrpocTpaHsiTh, MYOJIUYHO JEMOHCTPUPOBATh, IMPOJiaBaTh, HMMIIOPTHUPOBATH,
yCKaTh B TPOKAT, IMyOJMYHO HCIOJHATH, MOKA3BIBATH/UCIIONHITh B d(pupe wumu
pa3meniath B IHTEpHETE.

Hcnonp3oBaHne «MUPATCKOT0» MPOTPAMMHOTO 00ECTICUCHUS MOXKET MPUBECTH K
MHOTUM PHUCKaM: OT MOTEPH JTaHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKH TBOETO
YCTPOWCTBA, TAE YCTAHOBJIECHHBIM HE JerajbHas nporpamma. He crouTt Takxke
3a0BIBATh, UTO CYIIECTBYET JIETAIbHBIE U OECIIIATHBIC IPOTPAMMBI, KOTOPBHIE MOKHO
HAWTU B CETHU.

O noprane

CereBuuoKk.pd - TBOW TJIaBHBI COBETYMK B CETH. 3/1eCh Thl MOXKEIIb y3HATh O
0€30MaCHOCTU B CETH TMOHSATHBIM U JIOCTYIHBIM SI3BIKOM, a MPU BO3HHUKHOBEHUU
KPUTHUYECKON CHUTyallud OOpAaTUTHCS 32 COBETOM. A TakKe MPUHATH ydacTHE B
KOHKYpCaxX U CTaTh CaMbIM ITU(DPOBBIM I'paskIaHUHOM !



